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The Key to
Product Reliability

Beyond Design
by Barry Olney, IN-CIRCUIT DESIGN PTY LTD / AUSTRALIA

With today’s rapid product development cy- complete the project. The advantage of simu-
cles and time-to-market pressures, PCB de- lation is that it identifies issues early in the de-
signers are pushed to their limit. This situation  sign process and rectifies them before they be-
leaves many developers with the question of come a major problem.
how to ensure that their high-speed
digital design performs to expecta-
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over the products projected life cycle. Failure

As developers avoid the expense and
delays of re-engineering the product,
they look to employ design integri-
ty methodologies during the design
phase.

For a sufficiently large number of
electronics products, failures are dis-
tributed in time as shown in Figure
1. This curve is called “the bathtub %
curve” and displays the typical reli-
ability of diverse products regardless
of their functionality. One would ex-
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Figure 1: The bathtub curve-product reliability life cycle.

pect a product to fail after some years 1505
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failures are of particular concern and E’ 700 +~
are typically the result of poor design O 600 T
practice or substandard manufacture. g % | -
This column will focus on the design 5 :gg
aspects. - 2 200 ¥

The cost of development is dramat- ;55 |~ _J_ )
ically reduced if the simulation is em- g ey D =
ployed early in the design cycle (Fig- Concept Design Testing Production
ure 2). If changes are made late in Product Development

the design process, then it takes more  Figure 2; The cost of design change during product development.
time, people, materials, and money to  (Source: Mentor Graphics)

64 DESIGNOO7 MAGAZINE 1 JUNE 2019



Design changes that occur:

¢ In the conceptual stage cost nothing

¢ During the design stage requires just
a little extra time

¢ During the test stage means that you
have to regress one stage

¢ During production—or worse yet, in the
field—can cost millions to fix and possibly
damage the company’s reputation

Having the project completed on time and
within budget means that costs are cut by re-
ducing the design cycle and generating higher
profits due to shorter time-to-market and an
extended product life cycle.

The key to ensuring product reliability all be-
gins in the design phase:

1. Controlling the impedance of single-
ended and differential signals and
matching the trace impedance to the
driver prevents reflections, which cause
crosstalk and electromagnetic emissions

2. Establishing design constraints based on
simulation will ensure that the rules will
be followed by downstream tools and
validated to conform by the various
design rule checkers (DRCs)

3. Providing a low AC impedance pat, for
high current switching devices minimizes
radiation from microstrip signals and
from fringing fields of embedded stripline
signals

A poorly designed substrate with inappropri-
ately selected materials can degrade the elec-
trical performance of the signal transmission,
increasing emissions and crosstalk, and can
also make the product more susceptible to ex-
ternal noise. These issues can cause intermit-

tent operation due to timing glitches and in-
terference, dramatically reducing the product’s
performance and long-term reliability.

Selecting the most suitable dielectric mate-
rial for the substrate is one of the most im-
portant factors in establishing a reliable prod-
uct. There are literally thousands of materials
to choose from. However, when each material
is used for the right target application, the re-
sultant PCB will have the lowest possible cost
while still satisfying the design and perfor-
mance goals of the project. Selecting the best
material for an application is often a daunting
task, but armed with the right tools, one can
quickly sort through the vast array of choices
to make an informed decision.

The electrical properties of dielectric mate-
rial can be described by two terms:

1. The dielectric constant (DKk), or relative
permittivity (Er), is the ratio of the
amount of electrical energy stored in a
material by an applied voltage; it
describes how the material increases the
capacitance and decreases the speed in
the material

2. The dielectric loss or dissipation factor
(Df), or loss tangent (tan 9), is a
parameter of a dielectric material that
quantifies its inherent dissipation of
electromagnetic energy

Figure 3 depicts the profile for dielectric ma-
terials with a Df < 0.005. The iCD Materials
Planner has five default profiles ranging from
basic FR-4 to ultra-low-loss materials as in Ta-
ble 1. This enables the designer to compare di-
electric materials based on the manufacturer,
fabricator, frequency, dissipation factor (loss),
and dielectric constant.

Profile Bit Rate (Gbps) Frequency (GHz) Dissipation Factor (Df)
Ultra Low Loss >50 >25 <0.005
Low Loss 25-50 12.5-25 0.005-0.010
Mid Loss 10-25 5-12.5 0.010-0.015
Standard Loss 2-10 1-5 0.015-0.02
Basic FR-4 <2 <1 20.02

Table 1: Loss profile ranges.
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Figure 3: Loss profile for ultra-low-loss dielectric materials. (Source: iCD Materials Planner)
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Figure 4: Unlimited differential technologies can be defined on the same layer. (Source: iCD Stackup Planner)

Once the dielectric material has been select-
ed, one needs to plan the most efficient stackup
configuration for the design. For a typical digital
design, 40-60 ohms impedance is recommend-
ed. However, numerous impedances are gener-
ally required to convey differential pairs of var-

ious technologies. Therefore, all combinations
of impedances must be defined on the one sub-
strate. Figure 4 shows three differential technol-
ogies defined on the same stackup layer.

Now that the stackup is finalized, let’s look
at impedance matching the source to the trans-
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mission lines. The easiest way is to use a re-
sistive element. Termination can be made at
the source or at the load. Series termination
is excellent for point-to-point routes (such as
data signals)—one load per net. It works well
for traces that are electrically short and is also
used to fanout multiple loads radially from
a common source whereas parallel termina-
tion, which has a resistance value equal to the
transmission line impedance, is preferred for
address buses.

The impedance of the trace is extremely im-
portant as any mismatch along the transmis-
sion path will result in a reduction in signal
quality and possibly the radiation of noise.
Mismatched impedance causes signals to re-
flect back and forth along the lines, which
causes ringing at the load. This ringing reduc-
es the dynamic range of the receiver, eats into
the noise budget, and can cause false trigger-
ing.

In Figure 5, the attributes required to deter-
mine the source impedance of the driver are
extracted from an IBIS model IV curves. Then,
the required series termination resistance is
calculated based on a distributed system to

match the transmission line for the selected
layer in the iCD Stackup Planner.

The final attribute that determines the prod-
uct’s reliability is AC impedance of the power
distribution network (PDN). One needs to en-
sure that the power planes and associated de-
coupling can handle the high switching cur-
rent demanded by the processor and memory
devices. Inadequate power delivery can exhibit
intermittent signal integrity issues. These in-
clude high crosstalk and excessive emission of
electromagnetic radiation, degrading the per-
formance and reliability of the product. The
PDN must accommodate variances of current
transients with as little change in power sup-
ply voltages as possible. So, the goal of PDN
planning is to design a stable power source for
all of the required power supplies.

The same PDN connections (planes) used to
transport high transient currents are also used
to carry the return currents for critical signal
transmission lines. If high-frequency switch-
ing noise exists between these planes, cou-
pling may occur, resulting in ground (supply)
bounce, bit failure, or timing errors. Many of
the failures to pass electromagnetic compli-
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Figure 5: Series terminator extracted from the IBIS model. (Source: iCD Termination Planner)

68 DESIGNOO7 MAGAZINE 1 JUNE 2019



Figure 6: PDN noise between planes. (Source: iCD PDN Planner)

ancy (EMC) are due to excessive noise on the
PDN coupling into external cables and radiat-
ing emissions. Figure 5 projects the radiation
of the power planes relative to the FCC Class B
limits. One also needs to ensure that the har-
monics do not exceed the imposed limits.

The PDN is linked to the stackup; there-
fore, any adjustments to the stackup config-
uration—whether it be materials, vias, trace,
clearance, or thickness parameters—should be
reflected in the PDN. The PDN can be fine-
tuned by adding more planar capacitance
without affecting transmission line imped-
ance. The optimization of the PDN is a tri-
al-and-error process that needs to be done in
conjunction with the stackup materials to ful-
ly exploit all avenues.

[t is surprising how many designers do not
get the basic key pillars of stability right. For
very little extra effort, your design can have
improved performance and reliability over a
wide range of operating environments, giving
you greater confidence in your product’s per-
formance for the projected lifetime.

Key Points

¢ Premature failures are of particular
concern and are typically the result of
poor design practice or substandard
manufacture

¢ The cost of development is dramatically
reduced if the simulation is employed
early in the design cycle

e Simulation identifies issues early in the
design process and rectifies them before
they become a major problem

¢ The key to ensuring product reliability
all begins in the design phase

e Selecting the most suitable dielectric
material for the substrate is one of the
most important factors in establishing a
reliable product

¢ The electrical properties of dielectric
material can be described by two terms:
dielectric constant and dissipation factor

¢ The designer needs to compare dielectric
materials based on the manufacturer,
fabricator, frequency, dissipation factor
(loss), and dielectric constant
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e Numerous impedances are generally
required to convey differential pairs of
various technologies and must be defined
on the one substrate

e The impedance of the trace is extremely
important as any mismatch along the
transmission path will result in a
reduction in signal quality and possibly
the radiation of noise

e Resistive terminations match the source
to the transmission line

e Series termination is excellent for point-
to-point routes whereas parallel termina-
tion is preferred for address buses

® One needs to ensure that the power planes
and associated decoupling can handle the
high switching current demanded by the
processor and memory devices

e The goal of PDN planning is to design a
stable power source for all the required
power supplies

® Many of the failures to pass electromag-
netic compliancy (EMC) are due to
excessive noise on the PDN coupling into
external cables and radiating emissions
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Al-Driven Imaging System Protects Authenticity

Researchers at the NYU Tandon School of Engineering
have demonstrated an experimental technique to authen-
ticate images throughout the entire pipeline, from acquisi-
tion to delivery, using artificial intelligence (Al.

In tests, this prototype imaging pipeline increased the
chances of detecting manipulation from approximately 45
percent to over 90 percent without sacrificing image quality.

Determining whether a photo or video is authentic is be-
coming increasingly problematic. Sophisticated techniques
for altering photos and videos have become so accessible
that so-called “deep fakes”—manipulated photos or vid-
eos that are remarkably convincing and often include ce-
lebrities or political figures—have become commonplace.
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Pawel Korus, a research assistant professor in the De-
partment of Computer Science and Engineering at NYU
Tandon, pioneered this approach. The process is opti-
mized for in-camera embedding and can survive image
distortion applied by online photo sharing services. The
advantages of integrating such systems into cameras
are clear.

“If the camera itself produces an image that is more
sensitive to tampering, any adjustments will be detected
with high probability,” said Nasir Memon, a professor of
computer science and engineering at NYU Tandon and co-
author, with Korus, of a paper detailing the technique.

Korus and Memon, by contrast, reasoned that modern

digitalimaging already relies on machine learn-
ing. Every photo taken on a smartphone under-
goes near-instantaneous processing to adjust
for low light and to stabilize images, both of
which take place courtesy of onboard Al.
(Source: NYU Tandon School of Engineering)



